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WIRELESS ACCESS POINT DEVICE,
NETWORK SYSTEM AND NETWORK
AUTO-ESTABLISHING METHOD OF THE
SAME

RELATED APPLICATIONS

This application claims priority to Taiwan Application
Serial Number 102102492, filed Jan. 23, 2013, which is
herein incorporated by reference.

BACKGROUND

1. Technical Field

The present disclosure relates to a wireless network estab-
lishing technology. More particularly, the present disclosure
relates to a wireless access point (AP) device, a network
system and a network auto-establishing method of the same.

2. Description of Related Art

In recent technology, an access controller (AC) is used to
control and manage a plurality wireless APs in a specific
region such that the wireless communication devices neigh-
boring to these wireless APs can perform communication
with these wireless APs to further connect to the network to
execute data transmission. For example, the protocol of the
controlling and provisioning of wireless access points (CAP-
WAP) is a standard (RFC 5415 and 5416) developed by the
internet engineering task force (IETF) for defining the stan-
dard of the AC to manage a group of wireless ends in the
wireless network environment of 802.11. The protocol is in
operation based on the internet protocol (IP) and the user
datagram protocol (UDP). Therefore, the wireless APs have
to obtain the network address and connect to the network
before the it operates with the protocol.

Inrecent years, wireless network gradually becomes popu-
lar. Hence, more and more wireless networks need to be
established. In order to reduce cost of wireless network estab-
lishment, the wireless distribution system (WDS) and the
mesh network are used to automatically establish the wireless
connection between the wireless APs in many modern tech-
nologies instead of establishing the wireless connection
manually. However, since the protocol of CAPWAP is not
supported in those two architectures, the AC can not manage
the wireless APs correspondingly.

Accordingly, it is important to propose a method to auto-
matically establish a temporary connection network to com-
municate with the AC to perform the configuration such that
the wireless AP can joins the wireless network operated in the
protocol of CAPWAP automatically to establish the wireless
network automatically.

SUMMARY

An aspect of the present disclosure is to provide a method
for automatically establishing a wireless network used in a
wireless access point (AP) device, wherein the method com-
prises the steps outlined below. A first virtual AP unit is
activated in the wireless AP device according to a default
configuration and operating the first virtual AP unit in a pro-
visional station mode. Whether the wireless AP device is
connected to an access controller (AC) is determined. The AC
is communicated with the wireless AP device while the wire-
less AP device is connected to the access controller. The
wireless AP device executes a configuring process according
to a retrieved configuration retrieved from the AC to activate
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a second virtual AP unit, operates the second virtual AP unit
in a configured mode and operates the first virtual AP unit in
a provisional AP mode.

Another aspect of the present disclosure is to provide a
wireless AP device. The wireless AP device comprises a
memory module, a network transmission module and a pro-
cessing module. The memory module stores a default con-
figuration comprising an initial identification code and an
initial security configuration. The processing module acti-
vates a first virtual AP unit according to the default configu-
ration, operates the first virtual AP unit in a provisional station
mode and determines whether the wireless AP device is con-
nected to an AC. The processing unit communicates with the
AC while the wireless AP device is connected to the access
controller. The wireless AP device executes a configuring
process according to a retrieved configuration retrieved from
the AC to activate a second virtual AP unit, operates the
second virtual AP unit in a configured mode and operates the
first virtual AP unit in a provisional AP mode.

Yet another aspect of the present disclosure is to provide a
wireless AP network system. The wireless AP network sys-
tem comprises an access controller (AC) and at least one
wireless AP device. The AC connects to a server for further
communicating with an external network. The wireless AP
device comprises a memory module, a network transmission
module and a processing module. The memory module stores
a default configuration comprising an initial identification
code and an initial security configuration. The processing
module activates a first virtual AP unit according to the
default configuration, operates the first virtual AP unit in a
provisional station mode and determines whether the wireless
AP device is connected to the AC. The processing unit com-
municates with the AC while the wireless AP device is con-
nected to the access controller. The wireless AP device
executes a configuring process according to a retrieved con-
figuration retrieved from the AC to activate a second virtual
AP unit, operates the second virtual AP unit in a configured
mode and operates the first virtual AP unit in a provisional AP
mode.

It is to be understood that both the foregoing general
description and the following detailed description are by
examples, and are intended to provide further explanation of
the invention as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

The disclosure can be more fully understood by reading the
following detailed description of the embodiment, with ref-
erence made to the accompanying drawings as follows:

FIG. 1is a block diagram of a wireless AP network system
in an embodiment of the present disclosure;

FIG. 2 is a block diagram of a wireless AP device in an
embodiment of the present disclosure;

FIGS. 3A to 3D are diagrams depicting the process of the
automatic establishment of the wireless network system in an
embodiment of the present disclosure;

FIGS. 4A to 4D are diagrams depicting the process of the
automatic establishment of the wireless network system in an
embodiment of the present disclosure; and

FIG. 5 is a flow chart of a method for automatically estab-
lishing a wireless network in an embodiment of the present
disclosure.

DETAILED DESCRIPTION

Reference will now be made in detail to the present
embodiments of the disclosure, examples of which are illus-
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trated in the accompanying drawings. Wherever possible, the
same reference numbers are used in the drawings and the
description to refer to the same or like parts.

FIG. 1is a block diagram of a wireless AP network system
1inan embodiment of the present disclosure. The wireless AP
network system 1 comprises an access controller (AC) 10,
wireless access point (WAP) devices 124, 125 and a server 14.

The AC 10 communicates with an external network 16
through the server 14. The AC 10 manages the wireless AP
devices according to a protocol of controlling and provision-
ing of wireless access points (CAPWAP). In the present
embodiment, the AC 10 is disposed in a wireless local area
network gateway or a network equipment for performing data
exchanging with the external network 16 to control the data
transmission of the wireless AP devices (e.g. the wireless AP
devices 124 and 125) within a specific area.

The wireless AP devices 12a and 12/ transmits data pack-
ets from client devices to the external network 16 through the
AC 10 and the server 14 after the wireless local area network
is established. In the present embodiment, the external net-
work 16 can be, but not limited to another local area network
or internet. In FIG. 1, the establishment of the wireless local
area network includes the physical connection between the
wireless AP device 12a and the AC 10 through an Ethernet
network and the wireless connection between the wireless AP
devices 12a and 12b. The wireless AP device 125 is con-
nected to the AC 10 through the wireless AP device 12a and
further communicates with the external network 16.

FIG. 2 is a block diagram of a wireless AP device 2 in an
embodiment of the present disclosure. The structure of the
wireless AP device 2 depicted in FIG. 2 can be applied to, but
not limited to, the wireless AP device 12a and 125 depicted in
FIG. 1. The wireless AP device 2 further comprises a process-
ing module 20, a network transmission module 22 and a
memory module 24.

The processing module 20 performs initialization when the
wireless AP device 2 is activated and establishes a virtual AP
unit by activating a virtual machine. The memory module 24
stores default configuration such that the processing module
20 executes the initialization and the configuring process
during the establishment of the virtual AP unit accordingly.

The network transmission module 22 comprises an Ether-
net network unit 220 and a wireless network unit 222. The
Ethernet network unit 220 is configured to connect to the
wireless AP device 2 with a physical Ethernet network. The
wireless network unit 222 is configured to connect to the
wireless AP device 2 with a wireless network. Thus, the
wireless AP device 2 performs communication with other
network devices through either the Ethernet network unit 220
or the wireless network unit 222 accordingly.

After the wireless AP device 2 is initialized, the processing
module 20 establishes a first virtual AP unit according to the
default configuration retrieved from the memory module 26
and operates the first virtual AP unit in a provisional station
mode. In an embodiment, the default configuration contains,
but not limited to, an initial identification code and an initial
security configuration. Under such condition, the wireless AP
device 2 is in an unmanaged state.

The processing module 20 of the wireless AP device 2
further determines whether the wireless AP device 2 is com-
municatively connected to the AC 10 depicted in FIG. 1.

In the present embodiment, the communicative connection
between the wireless AP device 2 and the AC 10 can be
categorized into two conditions: (I) The wireless AP device 2
and the AC 10 are connected physically through the Ethernet
network; and (II) The wireless AP device 2 and the AC 10 are
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connected through other wireless AP devices by using an
architecture of wireless distribution system (WDS).

Under the condition (I), the wireless AP device 2 first
transmits a discovery signal through the Ethernet network
unit 220 according to the default configuration. In an embodi-
ment, the discovery signal is a discovery packet following
protocol of the control and provisioning of wireless access
points (CAPWAP). The AC 10 transmits a response signal
after receiving the discovery signal such that the processing
module 20 determines that the Ethernet network unit 220 is
connected to the AC 10 through the Ethernet network while it
receives the response signal. In an embodiment, the response
signal can be a response packet following protocol of the
CAPWAP.

Subsequently, the processing module 20 communicates
with the AC 10 to retrieve configuration to activate a second
virtual AP unit according to the configuration. The processing
module 20 executes the configuring process of the second
virtual AP. The processing module 20 further operates the
second virtual AP unit in a configured AP mode.

In an embodiment, data of the configuration aforemen-
tioned includes, but not limited to, an assigned address, a
wireless AP network identification code and wireless AP
network security configuration.

For example, the configuring process sets the address of the
second virtual AP unit as the assigned address, in which the
assigned address is the network address within the local area
network that the AC covers.

In another example, the second virtual AP unit sets its
identification code and the network security configuration
according to the configuring process such that it can perform
communication in the local area network covered by the AC,
in which the identification code and the network security
configuration is set according to the wireless AP network
identification code and wireless AP network security configu-
ration retrieved from the AC. Hence, other devices can rec-
ognize the second virtual AP unit and perform communica-
tion with the second virtual AP unit after the configuring
process.

The wireless AP device 2 therefore joins the local area
network covered by the AC 10 successfully. The configured
AP mode described above is a managed state, which means
that the device is under control of the AC 10. In the managed
state, the wireless AP device 2 can perform communication
by using any network protocol supported by the AC 10.

The processing module 20 further operates the first virtual
AP unit from the provisional station mode to a provisional AP
mode. In VVDS architecture, when two wireless devices are
connected in a wireless form, one of them acts as the AP and
the other acts as the station. Hence, the first virtual AP unit
that operates in the provisional AP mode can be connected by
other virtual AP units that operate in the station mode.

Under the condition (II), the wireless AP device 2 first
detects whether it can connect to an external wireless AP
device. When the wireless AP device 2 can connect to the
external wireless AP device, a provisional connection
between them is established. In an embodiment, the provi-
sional connection is established according to the WDS archi-
tecture.

Subsequently, the wireless AP device 2 transmits the dis-
covery signal through the wireless network module 222
according to the default configuration. Similar to the steps in
condition (I), the wireless AP device 2 communicates with the
AC and retrieves the configuration setting after receiving the
response signal from the AC through the wireless network
unit 222. Furthermore, the second virtual AP unit is activated
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according to the configuration and a configuring process is
performed thereon to operation the second virtual AP unit 306
in the configured AP mode.

The wireless AP device 2 therefore joins the local area
network covered by the AC 10 successfully. The configured
AP mode described above is the managed state, which means
that the device is under the control of the AC 10. In the
managed state, the wireless AP device 2 can perform com-
munication by using any network protocol supported by the
AC 10.

The processing module 20 further operates the first virtual
AP unit from the provisional station mode to a provisional AP
mode. As described above, the first virtual AP unit that oper-
ates in the provisional AP mode can be connected by other
virtual AP units that operate in the station mode.

Hence, the wireless AP device 2 can automatically join the
local area network covered by the AC 10 either in the condi-
tion I) or (II) by following the steps described above.

The detail process of the establishment of a wireless net-
work system having wireless AP devices is described below.

FIGS. 3A to 3D are diagrams depicting the process of the
automatic establishment of the wireless network system in an
embodiment of the present disclosure. The two wireless AP
devices 124, 125 and the AC 10 depicted in FIG. 1 are used as
an example in FIGS. 3A to 3D. It is noted that the wireless AP
devices 12a and 125 can be implemented by the wireless AP
device 2 in FIG. 2.

As shown in FIG. 3A, the wireless AP device 12a and 125
are not activated yet. In FIG. 3A, the wireless AP device 12a
and the AC 10 are physically connected through the Ethernet
network 31. It is noted that, the wireless AP device 12a and
the AC 10 can be either connected directly or can be con-
nected by cables through routers or switches

As shown in FIG. 2 and FIG. 3B, after the wireless AP
devices 12a and 125 are activated, the processing modules 20
of the devices activate the first virtual AP units 30a and 32a.
In the present embodiment, each of the first virtual AP units
30a and 32aq is a virtual machine. The processing module 20
further retrieves the default configuration stored in the
memory module 26. The wireless AP device 12a and 126
activate the first virtual AP units 30a and 32a respectively and
operate them in the provisional station mode WDS STA(P).
Under such a condition, the wireless AP devices 12a and 125
are still in the unmanaged state.

The processing modules 20 of the wireless AP devices 12a
and 125 determine that whether the wireless AP devices 12a
and 1256 are communicatively connected with the AC 10. In an
embodiment, the wireless AP devices 12a and 125 can be
connected to the AC 10 through the Ethernet network or
through other wireless AP devices.

In an embodiment, the wireless AP devices 12a and 124
transmit the discovery signal through the Ethernet network
unit 220 according to the aforementioned default configura-
tion. The AC 10 further transmits the response signal after
receiving the discovery signal. As the Ethernet network unit
220 receives the response signal, the processing module 20
determines that the Ethernet network unit 220 is connected to
the AC 10 through the Ethernet network.

Since only the wireless AP device 12q is physically con-
nected to the AC 10 through the Ethernet network 31, the
wireless AP device 12a communicates with the AC 10
through the wired transmission to perform the configuring
process.

Before the configuring process is finished, the wireless AP
device 12a delivers the packets for requesting the configura-
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6

tion according to the protocol of the CAPWAP to retrieve the
configuration from the AC 10 to perform the configuring
process.

As shown in FIG. 3C, during the configuring process of the
wireless AP device 12a, the processing module 20 activates
the second virtual AP unit 305 according to the aforemen-
tioned configuration and operates the second virtual AP unit
305 in a configured AP mode VVDS AP(C). Consequently,
the wireless AP device 124 joins the local area network of the
AC 10. The configured AP mode WDS AP(C) is equivalent to
the managed state, in which the wireless AP device 12a is
under control of the AC 10. The wireless AP device 12a can
communicate with the external network through the AC 10. It
is noted that under the managed state, the wireless AP device
12a can perform communication according to any protocol
that the AC 10 supports.

For the wireless AP device 124, the processing module 20
further operates the first virtual AP unit 30a from the provi-
sional station mode WDS STA(P) to the provisional AP mode
WDS AP(P). As described above, the first virtual AP unit 30a
that operates in the provisional AP mode WDS AP(P) can be
connected by other virtual AP units that operate in the station
mode.

On the other hand, since the wireless AP device 125 is not
physically connected to the AC 10 through the Ethernet net-
work, the processing module 20 of the wireless AP device 125
determines that whether its wireless network unit 222 is con-
nected to the AC 10 through other wireless AP device.

At first, the wireless AP device 1254 searches its neighbor-
ing area to check if there is any other wireless AP device that
the wireless AP device 125 can be connected to. In the present
embodiment, since the wireless AP device 12¢ has already
established the first virtual AP unit 30qa that operates in the
provisional AP mode WDS AP (P), the wireless AP device
125 can find the wireless AP device 12a, connect with the
wireless AP device 124 and establish the WDS connection 33
as shownin FIG. 3C. The wireless AP device 125 is connected
to the wireless AP device 12a through the first virtual AP unit
32a that operates in the provisional station mode WDS STA
®.

The processing module 20 of the wireless AP device 125
further transmits the discovery signal to the AC10 through the
wireless AP device 124 according to the default configura-
tion. In the present embodiment, the discovery signal is trans-
mitted according to the protocol of CAPWAP.

When the wireless AP device 125 receives the response
signal from the AC 10 through the wireless AP device 124, the
wireless AP device 125 determines that it is connected to the
AC 10 through the wireless AP device 12a. The transmission
and reception of the signal are performed by the wireless
network unit 222 of the wireless AP device 125.

When the wireless AP device 125 is connected to the AC 10
through the wireless AP device 12a, the wireless AP device
125 further communicates with the AC 10 through the wire-
less AP device 12a to perform the configuring process.

Similarly, before the configuring process is finished, the
wireless AP device 125 communicates with the AC 10 accord-
ing to the protocol of CAPWARP to retrieve the configuration
from the AC 10 to perform the configuring process.

As shown in FIG. 3D, during the configuring process of the
wireless AP device 124, the processing module 20 activates
the second virtual AP unit 325 according to the aforemen-
tioned configuration and operates the second virtual AP unit
324 in the configured station mode WDS STA(C). Conse-
quently, the wireless AP device 125 joins the local area net-
work of the AC 10 and is under the managed state, in which
the wireless AP device 1254 is under control of the AC 10. The
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wireless AP device 125 can communicate with the external
network through the AC 10. It is noted that under the managed
state, the wireless AP device 126 can perform communication
according to any protocol that the AC 10 supports.

For the wireless AP device 125, the processing module 20
further operates the first virtual AP unit 32a from the provi-
sional station mode WIDS STA(P) to the provisional AP
mode WDS AP(P). Therefore, the first virtual AP unit 324 that
operates in the provisional AP mode WDS AP(P) can be
connected by other virtual AP units that operate in the station
mode.

By using the method described above, parts of the wireless
AP device (such as the wireless AP device 125) in the wireless
AP network system 1 that are not connected to the AC 10
directly can actively search for the wireless network estab-
lished by the AC 10, especially the wireless AP devices that
already join the wireless network (such as the wireless AP
device 12a) to perform the configuring process. After the
configuring process is finished, the wireless AP device can
join the wireless network and activate the virtual AP unit for
other wireless AP device to connect to. Hence, under the
protocol of CAPWAP, the AC can manage the wireless AP
devices that are connected to the AC with the WDS structure
by using the method of the present disclosure.

FIGS. 4A to 4D are diagrams depicting the process of the
automatic establishment of the wireless network system in an
embodiment of the present disclosure. Four wireless AP
devices 12a, 125, 12¢, 12d and one AC 10 are used as an
example in FIGS. 4A to 4D. It is noted that the wireless AP
devices 12a, 12b, 12¢ and 12d can be implemented by the
wireless AP device 2 in FIG. 2.

As shown in FIG. 4A, the wireless AP device 126 and the
AC 10 are physically connected through the Ethernet network
41. The wireless AP devices 12a, 12¢ and 124 are indepen-
dent to each other and are not physically connected to any
other devices. It is noted that, besides the direction connection
between the wireless AP device 126 and the AC 10, they can
also be connected by cables through routers or switches.

After the wireless AP devices 12a, 125, 12¢ and 12d are
activated, the processing modules 20 of the devices activate
the first virtual AP units 40a, 42a, 44a and 464. In the present
embodiment, each of the first virtual AP units 40a, 42a, 44a
and 46a is a virtual machine. The processing module 20
further retrieves the default configuration stored in the
memory module 26. The wireless AP device 12a and 126
activate the first virtual AP units 40a, 42a, 44a and 46a
respectively and operate them in the provisional station mode
VMS STA(P). Under such a condition, the wireless AP
devices 12a,125,12¢ and 124 are still in the unmanaged state.

As described in the previous embodiment, each of the
wireless AP devices 12a, 125, 12¢ and 124 transmit the dis-
covery signal according to the default configuration. Since
only the wireless AP device 125 is physically connected with
the AC 10 through the Ethernet network 41, the wireless AP
device 125 receives the response signal sent from the AC 10
and performs the configuring process. It is noted that the
configuring process is performed according to the configura-
tion from the AC 10.

As shown in FIG. 4B, the processing module 20 activates
the second virtual AP unit 425 when the wireless AP device
125 performs the configuring process and operates the second
virtual AP unit 424 in the configured AP mode WDS AP (C).
Consequently, the wireless AP device 124 joins the local area
network of the AC 10 and is under the managed state. It is
noted that under the managed state, the wireless AP device
12a can perform communication according to any protocol
that the AC 10 supports.
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For the wireless AP device 1254, the processing module 20
further operates the first virtual AP unit 42a from the provi-
sional station mode WDS STA(P) to the provisional AP mode
WDS AP(P). The first virtual AP unit 42a that operates in the
provisional AP mode WDS AP(P) can therefore be connected
by other virtual AP units that operate in the station mode.

On the other hand, since the wireless AP device 12a, 125
and 12d are not physically connected to the AC 10 through the
Ethernet network, the processing module 20 of each of the
wireless AP device 124, 125 and 12d determines that whether
it can be connected to other wireless AP devices in the neigh-
boring area. In the present embodiment, since the wireless AP
device 12a and 124 are close to the wireless AP device 125,
the wireless AP device 12a and 12d can find the wireless AP
device 125 first and be connected to the first virtual AP unit
42a of the wireless AP device 125 by using the first virtual AP
units 40a and 46a that operate in the provisional station mode
WDS STA (P) to establish the WDS connection 43 depicted in
FIG. 4B.

As shown in FIG. 4C, the wireless AP devices 12a and 12d
activates the second virtual AP units 405 and 465 respectively
after the configuring process and operate the second virtual
AP units 405 and 4654 in the configured station mode WDS
STA (C). Consequently, the wireless AP devices 12a and 124
loin the local area network of the AC 10 and the wireless AP
devices 124 and 12d are under the managed state. It is noted
that under the managed state, the wireless AP device 124 and
12d can perform communication according to any protocol
that the AC 10 supports.

The processing modules 20 of each of the wireless AP
devices 12a and 124 further operate the first virtual AP units
40a and 46a from the provisional station mode WDS STA(P)
to the provisional AP mode WDS AP(P). The first virtual AP
units 40a and 46a that operate in the provisional AP mode
WDS AP(P) can therefore be connected by other virtual AP
units that operate in the station mode.

The wireless AP device 12¢ can find one of the wireless AP
devices 12a and 124 and further be connected thereto. In the
present embodiment, the wireless AP device 12¢ is connected
to the first virtual AP unit 464 of the wireless AP device 124
by using the first virtual AP unit 44a that operates in the
provisional station mode WDS STA (P) to establish the WDS
connection 45 depicted in FIG. 4C.

As shown in FIG. 4D, the wireless AP device 12¢ activates
the second virtual AP unit 445 after the configuring process
and operates the second virtual AP unit 445 in the configured
station mode WDS STA (C). Consequently, the wireless AP
device 12¢ joins the local area network of the AC 10 and is
under the managed state. It is noted that under the managed
state, the wireless AP device 12¢ can perform communication
according to any protocol that the AC 10 supports.

The processing modules 20 of the wireless AP device 12¢
further operate the first virtual AP unit 44a from the provi-
sional station mode WDS STA(P) to the provisional AP mode
WDS AP(P). The first virtual AP unit 44q that operate in the
provisional AP mode WDS AP(P) can therefore be connected
by other virtual AP units that operate in the station mode.

By using the method described above, parts of the wireless
AP device (such as the wireless AP device 125) in the wireless
AP network system 1 that are not connected to the AC 10
directly can actively search for the wireless network estab-
lished by the AC 10, especially the wireless AP devices that
already join the wireless network (such as the wireless AP
device 12a) to perform the configuring process. After the
configuring process is finished, the wireless AP device can
join the wireless network and activate the virtual AP unit for
other wireless AP device to connect. Hence, under the proto-


